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Abstract

The development of non-lethal weapons and, in particular, temporary blinding devices is associated
with problem of choosing boundaries of effectiveness. The aim of present work is determination of criteria
for estimation of the effects of visual jamming devices action on the naked eye.

The present-day scoring system used for effectiveness estimation of laser temporary blinding devices
is based on maximum permissible exposure and/or accessible emission level defined for each hazard class
in accordance with operating standard.

In the present work we carried out analysis and modeling of the cases of application of temporary
blinding laser devices. The proposed scoring system was founded on international standard IEC 60825-1-2014
as well as Manual on Laser Emitters and Flight Safety. The modeling of bright light action on observer
eye was rested on CIE General Disability Glare Equation and provided quantitative description of jamming
effectiveness. The main parameters used in this model and dictated by ambient light level and human eye
characteristics, were veiling luminance and angle of distinguishing objects under it.

In terms of exposition level and perception effects we determined six zones — unallowed, hazard,
temporary blinding, discomfort, alerting, completely safe. Proposed system combined with modeling provides
with visual demonstration of perceived light source and allows to describe human physiological sensation
and to establish the fact of jamming at different distances. This system was the basis of the development
of temporary blinding device for revelation of safe but effective spatial boundaries of action.
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Cucrema oueHKU 3PPeKTUBHOCTH YCTPOMCTB BPEMEHHOI0
OCJICILJICHUS

M.C. Tepexosa, C.U. Pyauxos, A.Il. Ilymcknii, A.Il. lllkagapesny

Hayuno-mexuuuecxuii yenmp «JI9MT» BenOMO,
yi. Maxaénxa, 23/1, 2. Munck 220114, Benapyco

Hocmynuna 02.02.2020
Hpunama k newamu 12.05.2020

PazpaboTka opykusl HEIETaIbHOTO JEHCTBUS, B YACTHOCTH YCTPOMCTB BPEMEHHOT'O OCJICTIIICHUS, COIPSI-
JKeHa ¢ Mpo0IeMoii BbIOOpa S QEeKTUBHBIX IpaHuLl AeHCTBH. Llenbio TaHHOM padoTh SBISIOCH YCTaHOBIIE-
HUE KPUTEPHUEB OLICHKH JICHCTBUS yCTPOHCTB MOCTAHOBKH 3PUTEIBHBIX IOMEX HEBOOPYKEHHOMY IJ1a3y.

st onpenenenust 3pHEeKTUBHOCTH ISHCTBUS MIPEACTABICHHBIX HA PHIHKE JIA3EPHBIX YCTPOICTB BpEMEH-
HOT'O OCJICTUICHUS] OOBIYHO MCTIONB3YETCS CUCTEMA OIICHKU, OCHOBAaHHAsI Ha MPEAETBHO JIOMyCTUMOM YPOBHE
W3JTYYEHUs W/UIU TpeieIbHOW MHTeHCUBHOCTH U3JIyYEHHS /ISl BBIOPAHHOTO KJIAcca OMAacHOCTH B COOTBET-
CTBUH C JIEHCTBYIOIINUM CTaHIapPTOM.

B nanHoli pabote npoBeAEH aHAIM3 U MOJCIMPOBAHUE CUTyallUd MPUMEHEHUS! YCTPOWCTB BPEMEHHO-
rO OCJICIUIEHUs] HAa OCHOBE Ja3epoB. lIpeanoxkeHa cuctemMa OLEHKH, OCHOBaHHAs Kak Ha MEKJIyHapOIHOM
crangapre IEC 60825-1-2014, Tak 1 Ha PyKOBOZACTBE IO JIa3€PHBIM U3JIy4aTelsiM B aclieKTe 0e30MacHOCTH
nosiéros. MozenupoBaHue BO3IEHCTBUS SIPKOTO M3MYUCHHUS Ha T1a3 HaOIromarTesns: 0a3supoBasoch Ha OCHOB-
HOM ypaBHeHuH cnersimeit onectkoctu (CIE General Disability Glare Equation) n obecniednBajio Kojauye-
CTBEHHYIO OLIEHKY 3()()eKTUBHOCTH MOCTAHOBKU MOMEX. B KauecTBe OCHOBHBIX MapaMeTPOB B MOAETH HC-
MOJIb30BAIMCH BETMYUHBI SPKOCTH 3aCBETKH U YTOJI pa3IMYCHUs] OOBEKTOB MO/ HEl, KOTOPBIC ONPEIeNsIINCh
rapaMeTpaMM 4eJIOBEYECKOT0 I1a3a U BHEIIHEHN Cpeibl.

[To ypOBHIO SKCTIO3UIIMH U MPOSBIIEMOMY 3P PEKTy ObUIO BBIACICHO IECTh 30H — 3alpenéHHas, omnac-
Hasl, BPEMECHHOTO OCIEIUICHHUs, AUCKOM(OpPTHAsI, ONOBEILEHHS, MTOJHOCTBIO Oe3omacHas. B coBokymHoCTH
C MOZICIMPOBAHHMEM JIaHHAasi CUCTEMa T03BOJISIET ONKCATh (PU3NOJIOTMYECKHIE OIIYIICHUS YeJIOBeKa, JaTh Ha-
DIATHOE H300paskeHHe BOCIIPUHUMAEMOTO HCTOYHUKA CBETAa U YCTAaHOBUTD (DaKT MOCTAHOBKH MTOMEX Ha Pa3-
JMYHBIX PACCTOSHUSIX. JTa cUcTeMa Oblila TIOJI0KeHa B OCHOBY Pa3pabOTKH yCTPOHCTBAa BPEMEHHOTO OcJie-
TUICHUSI [U1s1 BBISIBJICHUS O€30MacHbBIX M 3(QEKTUBHBIX TPOCTPAHCTBEHHBIX TPAHUI] ICHCTBUSI.

KurwoueBble ciioBa: Ja33JIep, BPEMCHHOC OCJICIIJICHUE, KJIACC OITaCHOCTHU, IPKOCTH 3aCBETKU.
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Introduction

Nowadays there is a growing interest in non-
lethal weapons as a method of conducting humane
combat. Non-lethal weapons (NLW) are a type
of weapon designed for personnel temporarily
disable, in the offensive or in the defensive, as well
as to disrupt the operation of the enemy's weapons,
military equipment and infrastructure while
minimizing lethality, significant materiel destruction
and environmental pollution [1]. One of the NLW
development trends is creation of weapons based
on temporary blinding of the enemy troops. Both
coherent (laser) and incoherent radiation can be
used as a light source. The advantage of using laser
radiation (LR) is a longer range, high accuracy and
lower required radiation power.

Vision is an irreplaceable sensory receptor and
there are no prostheses or rehabilitation measures
that can replace the lost sensory organ. Therefore,
the magnitude of fear of losing sight for a sighted
person (be it conscious or unconscious fear) [2, 3]
and the concealed nature of the threat lead to a
serious destabilization of the enemy's actions.

The NLW under discussion are in operational
service with many countries. Examples of systems
that cause temporary blindness are the products of E.
Meyers Advanced Photonics (GLARE MOUNT and
its modifications), Laser Energetics (Dazer Laser in
various versions), Thales Group (GLOW), etc. Their

Dazzler characteristics

method of application usually involves preliminary
detection, alerting the enemy, and then inducing
interference by directing a beam of light into the eyes.

In the Republic of Belarus a device causing
temporary blindness has also been created. The
project design developed by STC LEMT of the
BelOMO is a mobile complex for monitoring the
terrain, buildings and structures ("ISKRA"). It can
be operated in three channels with wavelengths
A =525 nm, 640 nm, 808 nm. The specified output
power for each channel is approximately 3 W. The
radiation divergence for the green radiation channel
constitutes 6 x 3 mrad, for the red radiation channel —
6x2 mrad, for the IR — 5.8 x5.2 mrad.

This system is intended for use during military
operations and has a universal action. The operation
of channels with wavelengths of A =1525nm and
A =640 nm provides for temporary blinding of
the enemy, i.e. disabling of the personnel through
disorientation, and issuance of warnings over a
wide range of distances. The channel operating
at a wavelength of A =808 nm is designed to jam
the enemy night vision devices and TV cameras.

The device itself is mounted on a pan and
tilt platform and allows for regulating the impact
effectiveness by pre-aiming at the target, determining
the distance to it with the help of the rangefinder
and for automatically adjusting the radiation power.

The technical characteristics of the temporary
blinding devices/dazzlers are specified in Table 1.

Table 1

Declared distance

Name Manufacturer Power, W of temporary Divergence, mrad
blinding

. Not specified.
Medusa Passive Force LLC 5.00 Probably ~ 2 km 5.0

. Not specified.
Sealase 11 Passive Force LLC 5.00 Probably ~ 2 km 2.0

. Not specified. .
Hydra Passive Force LLC 1.00 Probably ~ 0.5 km Adjustable
Photonic . Not specified. .
Disruptor Wicked Lasers 0.10 Probably ~ 0.5 km Adjustable, 1.5-7.5
Laser Dazer Laser Energetics 0.20 25_309 m (depends for 300 m - 3.3
Guardian on divergence)

B.E. Meyers Not specified.

GLARE LA-9/P Advanced Photonics 0.25 S00m Probably ~ 5.0
ISKRA STC "LEMT 3.00 50-2500 m 6.0x3.0

BelOMO
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Prior to using temporarily blinding weapons,
it is necessary to determine and register the emitter
characteristics within the safety limits. The aim of
this work is to establish the criteria for estimation of
the effects of visual jamming devices action on the
naked eye.

Temporary blinding devices / dazzlers
efficiency criteria

Estimation of the effectiveness of temporary
blinding devices is based on comparing the laser
radiation characteristics with the limit values given
in the standards. The main parameters used for
comparison are the laser power density, or the power
per pupil. At the same time, the standards assign the
values of the maximum permissible exposure (MPE)
levels of laser radiation, to which an object can be
exposed without adverse consequences, and the
accessible emission level (AEL) for each laser class'.
Comparing the parameters of the selected LR with
the specified values allows to determine the effect of
the LR on the eye.

Considering that the human perception is
governed by the Weber-Fechner law, the described
method is inaccurate, since it does not allow
describing the physiological effect and the human
response in case of significant decrease in the laser
power density.

There are two types distinguished in the
phenomenon of glare: discomfort glare and disability
glare [4]. Discomfort glare is annoying and painful
sensation caused by the light from a bright glare
source. Nowadays, there are scales that allow to assess
the discomfort glare, i.e. the subjective sensations
of a human when exposed to bright light: the British
Glare Index, the Discomfort Glare Index, the Unified
Glare Rating), etc. [S]. However, they are applicable
for sources whose solid angle for the observer is not
less than 10~ Sr (small sources) [6]. If the laser beam
at the output aperture has dimensions of the order
of 1x1 mm, then the solid angle at which the source
is visible from the observer's position is much less
than 10~ Sr and tends to zero. At the same time
the power density in the beam is large and can
result in injuries. In view of this, there arises a need
to discriminate additional power density boundary
values that define certain conditional zones of LR
impact and allow us to characterize the LR action
at different distances and power outputs.

'IEC 60825-1:2014

From henceforth, we will assume a continuous
exposure mode, i.e. the one in which the pulse
duration is equal to or greater than the duration
of the wink reflex of 0.25 s [7].

We suggest to discriminate six zones with
hazard scores assigned to them. The upper limit
of the maximum allowable laser power density
is determined based on the parameters which are
characteristic of hazard class 3B, since observation
of the radiation of this class is dangerous to vision.
According to IEC 60825-1-2014, the AEL for
class 3B laser falling on an aperture of 7 mm and
corresponding to the diameter of the pupil adapted to
night vision, of wavelengths A = 400—700 nm, with a
radiation pulse duration of 0.25 s constitutes 0.5 W
(13 kW/m?). Hence, when the power density increases
above the specified value, irreversible effects occur.
A zone where the power density exceeds 13 kW/m?
is "forbidden" ("Unallowed") and has hazard score 6.

Since the laser class parameters are based on
the MPE, which determines the LR level to which
people can be exposed without negative effects, the
next boundary is the laser power density of 25 W/m®.
Irradiation of the eyes within the five-point hazard
score zone (power density from 25 to 13-10° W/m?)
will lead to temporary blinding, while the probability
of causing physical damage is quite high.

Two subzones should be discriminated within
the "danger" zone: from 25 to 130 W/m? and from
130 to 13-10° W/m?. An additional boundary is
related to the characteristics of hazard class 3R
(with the above-specified parameters, the AEL
is 5-10° W=130 W/m?). The division into sub-zones
is necessary in order to focus on the growing risk
of damage with an increase in power density (i.e.,
130 to 13-10° W/m?), which should be kept in mind
when setting the operating modes of equipment
aimed at temporary eye-blinding.

The next boundaries are set in accordance with
the Manual on Laser Emitters and Flight Safety
(ICAO (Doc 9815-AN/447, 2003)). In accordance
with this document [8], in the immediate vicinity
of the airfield three flight zones are distinguished
in accordance to AEL (sensitive (1 W/m?), critical
(5102 W/m?), free (from laser radiation)
(5-10"*W/m?)). Therefore, a zone where the power
density varies from 1 to 25 W/m? is a four-point zone
of "temporary blinding". At this power density, the
effects of short-term blindness or afterimages may
begin to occur, but without permanent damage to the
eye caused.
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The LR power density range from 51072 to
1 W/m? is a three-point "discomfort" zone, where
glaring effects may occur, but the phenomenon of
flashblinding will not be achieved. At the same time,
any negative effects on the eyes are also completely
excluded.

In the two-point "alert" zone, the LR power
density (from 5-10* to 5102 W/m?) is not sufficient
to cause glare, but it is large enough to warn/
illuminate the target.

If the power density is less than 5-10~* W/m?, the
zone is "completely safe" and has hazard score one.

Analysis of the known characteristics of some
of the above-mentioned devices allows us to make
a theoretical calculation (Formula 1) of the radiation
power density at different distances from the emitter
(Figure 1):

P
E=

o0 , ©)
Tt Tl t 2 L2
8 2 & 2
where E is the radiation power density, W/m?; L is
the distance from the emitter, m; P is the LR power, W;
¢,, ¢, are the LR divergence angles along both axes.
With L = 0, all outputted radiation falls on the
object, while the power density is maximal and
depends on the beam diameter (») at the output of

104

100 |

0.01

1g=*

- Hazard
Temporary blinding
Discomfort
Alerting

Figure 1 — Dependence of the radiation power density
(E, W/m?) on the distance to the source (L, m) for different
devices: 1 — Hydra; 2 — Sealase 1I; 3 — GLARE LA-9/P;
4 — ISKRA system

Knowing the initial parameters of the systems,
a theoretical calculation has been made (Table 2)
of the distances (Formula2) at which certain
effects from each device are manifested:

1/2

the emitter. Accordingly, formula (1) is applicable  ; _ P 2)
r
for  distancesL> o where ¢ = max[o,, ¢,]. E-m-tg % : tg%
tg—
2
Table 2
Effective zones of temporary blinding devices/dazzlers depending on the distance to the source
More than _ 5.10 % Less than
E, W/m® 13-10°-25 25-1 1-5-107
> 13-10° -510* 5107
Score points (XYY Y 1) (XYY 1) eooe (X 1) oo °
Zone name Unallowed Hazard Temporary Discomfort  Alerting Completely
blinding safe
Effective range, m
Medusa Lessthan4  Upto 101 Up to 505 Upto 2300 Upto 23000 Over 23000
Sealase 11 Lessthan 11  Up to 252 Upto 1000  Upto 5600 Up to 56000 Over 56000
Hydra Lessthan2  Upto 45 Up to 226 Up to 1000  Up to 10000 Over 10000
o Photonic
§ Disruptor Lessthan2  Upto 48 Up to 238 Upto 1000  Up to 10600 Over 17000
Laser Dazer
Guardian Less than 1 Up to 31 Up to 153 Up to 684 Up to 7000  Over 7000
GLARE LA-9/P  Less than 1 Upto23 Upto 113 Up to 505 Up to 5000  Over 5000
ISKRA Less than 4 Up to 86 Up to 430 Up to 2000  Up to 20000 Over 20000
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Comparison of the data (Table2) with the
established zone boundaries allows to assess the
effect of temporary blinding systems. If operation
of the devices is analyzed based only on the laser
classification, their effectiveness is extremely low.
However, the use of the proposed system of six
zones allows us to fully characterize the action of the
systems at different distances. Thus, all the devices
discussed provide the necessary effect at the stated
distance.

Modeling of laser radiation effects on eyes

One of the manifestations of blinding is disability
glare, which is understood to mean a decrease in
visibility caused by irradiation by a bright light
source. In this case, subjective sensations are not taken
into account [4]. As a result, the apparent brightness
of the object that a person is looking at decreases
on the retina exposed to the bright counter-flash,
and it becomes impossible to distinguish the object.
The use of the blinding glare parameters together
with the zones of permissible power densities
correlated with physiological effects allows us to
fully assess and substantiate the effect of temporary
blinding devices on the human eye.

The characteristic of the disability glare is
the brightness of the veiling luminance, which is
described by the CIE General Disability Glare

Equation [9]:

+( )-[H(A

62.5

where £, is irradiance from the source of flash, 1x;
L, is brightness of the veiling luminance, Cd/m?; 0 is
the angle between the visual direction and the direc-
tion of the source beam (0,1° <6 < 100°) (Figure 2),
degrees; p is the iris pigmentation coefficient (equal
to 1.2 for very light-colored eyes, 0 — for very dark
eyes); A is the age of the observer.

Lvexl — ]0

E, &

glare

4
20)= 6—52 O'lT'p ) J+o.0025- p.(3)

Figure 2 — Schematic representation of the laser radiation
effect on the viewer's eye: a is the visible angular size
of the target; 0 is the angle between the visual direction
and the direction of the laser beam

The luminous efficiency (visibility curve) allows
to assess the effect of a certain radiation wavelength.
Taking into account the calibration coefficients, the
final formula showing the variation of the veiling
luminance brightness depending on the radiation
power density on the eye, has the following form [10]:

L., =g(6)-0.9239.10.C.V, -E, @

where L, — background ‘ambient’ luminance (bright
day, twilight, night), cd/m?; V, — eye’s photopic
efficiency at the wavelength, A; E — radiation power
density, W/m*, C = 683 Lm/W is the multiplicative
constant.

In practice, disability glare can be estimated
using the concept of maximum dazzle exposure
(MDE) [11], which shows the value of the laser field
illuminance, above which the object located behind
the field cannot be detected. The calculation takes
into account the angular size of the target that a person
is looking at, the age and the degree of pigmentation
of the person's eyes, the brightness of the background
and the target contrast:

_ Lb]

(Lb : Carig

~ Q- AF

_ , (5)
2(0)-0.9239- 197 .C-V,

MDE

where MDE is the maximum dazzle exposure, W/m?;
C,ig 18 the target contrast in the absence of a laser
field (nondimensional value, the ratio of the object
brightness to the field brightness);  is the calibration
factor including the target angular size o and total
luminance; AF is the age factor.

Since at the set distance the viewer's eye is
exposed (Figure 2) to a well-defined power density
(Formula 1) it is possible to determine the maximum
angle 0 at which an object with angular size a will
not be distinguished by equating this value to the
MDE (Formula 5). Therefore, the simulated zone
model can be supplemented with the values of the
object distinguishing angle.

The results of the MDE calculation (Formula 5)
for the ISKRA system for the established zones are
presented in Table 3. The following initial input
parameters of the system were used: radiation
wavelength — 525 nm, human age — 30 years, eye
pigmentation — 0.5 (brown), target contrast — 0.8,
external luminance — 10000 cd/m® (bright day),
target size — 5 m. The calculation does not consider
the dark adaptation of the eyes, because at close
distances (unallowed and hazard zones), the entire
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field of view is filled with the light from the source, It should be emphasized that the calculation

which makes it impossible to distinguish the of the maximum object distinguishing angles does
object. At long distances (temporary blinding zone, not take into account the sensations of the subject.
discomfort zone, alerting zone, completely safe Literature data [12] suggest that, despite the pos-
zone), the angular size of the target is small, and sibility of detecting an object under the field of veiling
with its low contrast can not be distinguished in low  luminance, observation of radiation is discomfor-
external lighting conditions, even at low radiation ting and affects the subject's activity (in particular,
power density. the shooting accuracy and rate decreases).

Table 3

Operating range of ISKRA, angle of object detection (0) under veiling luminance and effects in
dependence on distance from light source (L) and angular size of a target (o) in case of light adaptation
of eyes

E, W/m? Zone name  Score points L,m a, degrees 0, degrees Effect
All field
llvéolr gSthan Unallowed eccooe Less than 4 Over 51.33 dazzli: d Blinding
Temporary
From — to flash blinding,
13-10°25 Hazard ecooe Up to 86 Up to 3.32 At least 5.83 potential
injuries
Temporary
From—to Temporary blinding,
251 blinding (XYY Up to 430 Up to 0.72 At least 1.73 afterimages,
without injury
Temporary
From — to . blinding
72 Discomfort XY} Up to 2000 Upto0.15 At least 0.84 effects,
1-5-10 afterimages of
short duration
From — to . Illumination,
5.102-5-10"* Alerting oo Up to 20000 Up to 0.02 At least 1.22 blinking
Eisgjhan C"“Slﬂztely . Over20000  Less than 0.02 Less than 122 Illumination

Based on the recalculation mechanism proposed ~ with a power density of 1 W/m®. Diverting the eye by
in [11], the disability glare was visualized for the this angle is necessary, but not sufficient to distinguish
three channels of the ISKRA system under conditions  the target, because the person will experience
of the daytime adaptation of the eye. The resulting  discomfort, causing impairment of responses.
distribution was superimposed on the photograph
of the selected horizontal field of view for better
visual clarity (Table 4). The image is a model of a
light spot on the retina of the eye and serves as an
additional way to visualize the boundaries of the
zones presented above.

From Table 4 it is evident that the green channel
has a greater effect on the human visual organ, which
is explained by the structure of the eye's receptor cells
and is numerically fixed in the spectral sensitivity
curve of the eye.

Figure 3 schematically shows the value of the Figure 3 — Schematic representation of the object distin-
object distinguishing angle when exposed to radiation  guishing angle (6) under exposure to veiling luminance
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Table 4

Simulated image of dazzle spot on eye retina exposed to irradiation with power density £

Irradiation wavelength, nm

Zone name E, W/m?

525 640
Unallowed 13-10° - -
Hazard 25 d | I ‘ I ‘
Temporary blinding 1 I I I ‘ I ‘
Discomfort 51072 I I I ‘ I ‘
Alerting 510 I I I ‘ I I ‘

112




TIpubopul u memoowvl usmeperuil
2020.—T. 11, Ne 2. — C. 105-113
M. Terekhova et al.

Devices and Methods of Measurements
2020, vol. 11, no. 2, pp. 105-113
M. Terekhova et al.

Based on the proposed pattern, one can
assess the efficacy of the devices under various
conditions. For example, the ISKRA system
provides for induction of sensible visual
interference at a distance of up to~=2km
("discomfort" zone), while temporary blinding
is achieved at distances of up to=0.5km.
This provides for the effect of evasion of the
bright light source (disorientation), due to a
physiological reaction, as well as the effect of
disruption of the human work activity due to the
veiling luminance of part of the field of view and
the inability to properly perform actions aimed at
excluding the source of radiation. The efficiency
of the A = 525 nm channel is higher compared to
the other channels, since the radiation wavelength
is close to the maximum spectral sensitivity of
the eye. The highest effectiveness of the device
is achieved during the dark adaptation of the eye
under low ambient luminance conditions.

Conclusion

As a result of the study, a system of power
density zones has been established that allows us
to characterize and to provide visual demonstration
of the perception of the irradiated human during
operation of temporary blinding devices at
different distances (unallowed, hazard, temporary
blinding, discomforting, alerting, completely safe
zones).

In the case of development of the new device
it has been proposed to use the angle of object
detection, which depends on the parameters of the
emitter, external space and the human, along with
the zone system for numerical demonstration of
device operation. Based on the described system,
the parameters of the new device designed for
suppressing the enemy's actions by means of laser
radiation were estimated.
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